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Omron CIP Ethernet/IP
Communication Server

Overview

The Omron CIP Ethernet/IP Communication Server (hereafter referred to as the
“‘Omron CIP Server” or “OmronCIP” or “Server”) is a Microsoft Windows 32-bit application
program that acts as a communication protocol server and allows other Windows
programs to access to data from Omron SYSMAC NJ-series Controllers using the
Ethernet/IP CIP (Common Industrial Protocol) Message Communications (Ethernet/IP
explicit messaging).

Omron CIP Server uses Connection based Explicit Messages to read and write NJ-series
Controller Global Variables, without adding any special programming to the Controller
program. Message type - CIP class 3 connection messages (Large_Forward_Open
Service). The Global Variables definition file exported from Omron Sysmac Studio
programming software is used by Omron CIP Server to validate the item names and their
properties.

Any Microsoft Windows program that is capable of acting as a DDE, FastDDE, SuiteLink
or OPC Client may use the OmronCIP Server.

There are two different OmronCIP Server versions described in this manual:

- Server version (ordering number DR 600 10), supporting SuiteLink, FastDDE and
DDE protocols; this version hereafter is referred to as the “Suite Link & DDE” version.

- Server version (ordering number DR 600 11), supporting OPC and DDE protocols; this
version hereafter is referred to as the “OPC & DDE” version;

The separate installation package is supplied for each version of the Server. In both
cases, the name of Server executable file is OmronCIP.EXE. All further information in
this manual is same for all versions of the Server, with the exception of few points where
communication protocol specific features are explained.
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Communication Protocols

Dynamic Data Exchange (DDE) is a communication protocol developed by Microsoft to
allow applications in the Windows environment to send/receive data and instructions
to/from each other. It implements a client-server relationship between two concurrently
running applications. The server application provides the data and accepts requests from
any other application interested in its data. Requesting applications are called clients.
Some applications such as Wonderware InTouch and Microsoft Excel can simultaneously
be both a client and a server.

FastDDE provides a means of packing many proprietary Wonderware DDE messages
into a single Microsoft DDE message. This packing improves efficiency and performance
by reducing the total number of DDE transactions required between a client and a server.
Although Wonderware's FastDDE has extended the usefulness of DDE for the industry,
this extension is being pushed to its performance constraints in distributed environments.
The OmronCIP Server “Suite Link & DDE version” supports the FastDDE Version 3 - an
extension to Wonderware’s proprietary FastDDE Version 2. This extension supports the
transfer of Value Time Quality (VTQ) information. The original DDE and FastDDE Version
2 formats are still supported, providing full backward compatibility with older DDE clients.
FastDDE Version 3 works on Windows 9x systems as well as Windows NT systems.

NetDDE extends the standard Windows DDE functionality to include communication over
local area networks and through serial ports. Network extensions are available to allow
DDE links between applications running on different computers connected via networks or
modems. For example, NetDDE supports DDE between applications running on IBM
compatible computers connected via LAN or modem and DDE-aware applications
running on non-PC based platforms under operating environments such as VMS and
UNIX.

SuiteLink uses a TCP/IP based protocol and is designed by Wonderware specifically to
meet industrial needs such as data integrity, high-throughput, and easier diagnostics. This
protocol standard is only supported on Microsoft Windows NT 4.0 or higher. SuiteLink is
not a replacement for DDE, FastDDE, or NetDDE. The protocol used between a client
and a server depends on your network connections and configurations. SuiteLink was
designed to be the industrial data network distribution standard and provides the following
features:

- Value Time Quality (VTQ) places a time stamp and quality indicator on all data values
delivered to VTQ-aware clients.

- Extensive diagnostics of the data throughput, server loading, computer resource
consumption, and network transport are made accessible through the Microsoft Windows
NT operating system Performance Monitor. This feature is critical for the scheme and
maintenance of distributed industrial networks.

- Consistent high data volumes can be maintained between applications regardless if the
applications are on a single node or distributed over a large node count.

- The network transport protocol is TCP/IP using Microsoft’s standard WinSock interface.

OPC (OLE for Process Control) is an open interface standard to provide data from a data
source and communicate the data to any client application in a common standard way.
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The OPC is based on Microsoft OLE, COM and DCOM technologies and enables simple
and standardised data interchange between the industrial or office sector and the
production sector. From general point of view many aspects of OPC are similar to DDE,
but main difference is in the implementation by using Microsoft's COM (Component
Object Model) technology. It enables fast exchange with process automation data and
OPC open interface allows access to data from OPC Server in same standard way from
OPC client applications supplied by different developers.

For more information on the basics of OPC, please refer to the OPC Specification. The
OPC Data Access Custom Interface Specification is maintained by OPC Foundation.

The OPC support for OmronCIP Server “OPC & DDE” version is implemented based on
FactorySoft OPC Server Development Toolkit and it conforms to OPC Data Access
Custom Interface Specification 2.05.

The Suite Link, FastDDE (Version 3) and DDE support for OmronCIP Server “Suite Link &
DDE” version is implemented by Wonderware 1/O Server Toolkit ver. 7.2.1.6.

The FastDDE (Version 2) and DDE support for OmronCIP Server “OPC & DDE” version
is implemented by Wonderware I/O Server Toolkit ver. 5.0 (008).

The OmronCIP Server connects to Omron SYSMAC NJ-series Controllers across an
Ethernet/IP network using the Common Industrial Protocol (CIP). The EtherNet/IP is
an industrial networking standard, maintained and distributed by ODVA
(http://www.odva.org), and it is an Ethernet adaptation of CIP. The Common Industrial
Protocol (CIP) is a media-independent common application-layer industrial protocol for
industrial automation applications, providing a unified communication architecture
throughout the manufacturing enterprise.

Accessing Remote Items via the Server

The communication protocol addresses an element of data in a conversation that uses a
three-part naming convention that includes the application name, topic name and item
name. The following briefly describes each portion of this naming convention:

application name

The name of the Windows program (Server) that will be accessing the data element. In
the case of data coming from or going to Omron SYSMAC NJ-series Controller via this
Server, the application portion of the address is OmronCIP.

topic name

Meaningful names are configured in the Server to identify specific devices. These names
are then used as the topic name in all conversations to that device. For example, PLC1.
Note! You can define multiple topic names for the same device (PLC) to poll different
items at different rates.

item name

A specific data element within the specified topic. For example, when using this Server,
items can be Global Variables (Booleans, Integers, Reals (floating point), Strings,
members of Arrays and Structures, etc.) in the Omron NJ-series Controller. The term
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"point" is used interchangeably with the term "item" in this User Manual. For more
information on item names, see the Item Names section later in this manual. The Global
Variables definition file exported from Omron Sysmac Studio programming software is
used by Omron CIP Server to validate the item names and their properties.

Installing the OmronCIP Server

Installing the Server

The OmronCIP Server installation package is supplied as a Microsoft Installer file
DR60010_xxx.msi (for “Suite Link & DDE” version) or DR60011_xxx.msi (for “OPC & DDE”
version), where xxx is the current (latest) version of OmronCIP Server.

To install the OmronCIP Server, run the DR60010_xxx.msi (“Suite Link & DDE” version) or
DR60011_xxx.msi (“OPC & DDE” version) and proceed as directed by the OmronCIP
Server Setup Wizard. The installation is simple and straightforward, only it is important to
select the correct protection (HASP key or software license) in “Custom Setup” dialog:

The HASP key or Software license key is needed for full time running of OmronCIP
Server. The HASP key is an USB key (dongle) to be installed into PC USB port and
needs the SafeNet Sentinel LDK Run-time Environment (HASP HL Runtime Package) to
be installed and running — see details in “Licensing by using HASP HL key” section below.
The software license key is a 16-character alphanumeric “computer-dependent” string,
provided after purchasing the OmronCIP Server (for more information, see “Software
license key” section below. Without HASP key installed or software license key entered,
the OmronCIP Server will run one hour in demo mode. After purchasing the OmronCIP
Server, the appropriate HASP key or software license key is provided and no re-
installation of OmronCIP Server is needed.

In case “HASP Device driver” and “HASP Files” are not selected then HASP USB key
will not be supported and only the software license will be available (files needed for
HASP USB key will not be installed):
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i'él OmronCIP SuiteLink and DDE Server Setup 0] x|

Custom Setup (KLINKMANN]

Select the way wou want Features to be installed,

Click the icons in the tree below to change the way Features will be installed.

Sentinel LDk Run-time Environment
(HASP HL Runtime Package)

HA&SP Files

This Feature requires OKEB on wour
hard drive.

Erowse, ., |
Reset | Disk Usage | Back. I Bexk I Cancel |

In case “HASP Device driver” and “HASP Files” are selected then HASP USB key will be
supported and both HASP-key and software license will be available (files needed for
HASP USB key will be installed):

i%“ OmronCIP SuiteLink and DDE Server Setup N ]

Custom Setup (KLINKMANN]

Select the way wou want Features to be installed.

Click the icons in the tree below to change the way features will be installed.

Sentinel LDk Run-time Environment

= = | HASP Files (HASP HL Runtime Package)

This Feature requires 14ME on ywour
hard drive.

Location: Z:\Program Files (x3a)klinkmann e |
AutomationtOmronCIP Suikelink and DDE Server), =

Resek | Disk LUsage I Back. I Mexk I Cancel I

Note: In case the SafeNet Sentinel LDK Run-time Environment (HASP HL Runtime
Package) is already installed on your computer (separately or by some other software)
then it can be disabled:
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= Sentinel LDK Run-time Environmenk
------- =0 ~ | HASP Files (HASP HL Runkime Package)

This Feature requires OKE on waour
hard drive,

When installation is finished, the subdirectory specified as a folder where to install the
OmronCIP Server files will contain the following files:

OmronCIP.EXE The OmronCIP Server Program. This is a Microsoft Windows
32-bit application program.

OmronCIP.CHM The OmronCIP Server Help file.
OmronCIP.CFG An example configuration file.

OneVariable.txt Example Global Variables definition file, conatining only one
Global variable.

Variables.txt Example Global Variables definition file, conatining several
Global variables.

hasp_windows_44 Dynamic Link Library installed only if “HASP Files” is selected
42 dll during the installation in “Custom Setup” dialog.

haspdinst.exe Sentinel LDK Run-time Environment Installer (HASP HL
Runtime Package), copied to OmronCIP Server folder only if
“‘HASP Device driver” is selected during the installation in
“Custom Setup” dialog.

LICENSE.RTF Klinkmann Automation software license file.

KLSERVER.DLL Dynamic Link Library necessary for “OPC & DDE” version of
the Server.

WWDLG32.DLL Dynamic Link Library necessary only for “OPC & DDE” version
Of the Server.

In case the “HASP Device driver” is selected during the installation in “Custom Setup”
dialog, the Sentinel LDK Run-time Environment (HASP HL Runtime Package) is installed
during the OmronCIP Server installation (and will be uninstalled during the OmronCIP
Server uninstallation). The presence of Sentinel LDK Run-time Environment can be
checked after the OmronCIP Server installation by looking-up in Control Panel /
Administrative Tools Services — the Service “Sentinel Local License Manager” must be
started.

Note:
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The OmronCIP Server “Suite Link & DDE” version requires some Wonderware software
(e.g. Wonderware InTouch) is installed on same computer. For “non-Wonderware”
systems use the OmronCIP Server “OPC & DDE” version.

To uninstall the OmronCIP Server, start Control Panel, select “Uninstall a program” and
select the “OmronCIP SuiteLink and DDE Server” or “OmronCIP OPC and DDE Server”
from the list of available software products. Click on “Uninstall” and proceed as directed

by the Uninstall Wizard.

Licensing by using HASP HL key
The following should be done to enable the licensing by HASP HL key:

- The “HASP Device driver” and “HASP Files” are selected during the OmronCIP
Server installation in “Custom Setup” dialog — that causes correspondingly
haspdinst.exe and hasp_windows_4442 dll files are copied to OmronCIP Server
folder and Sentinel LDK Run-time Environment (HASP HL Runtime Package) is
installed and started, enabling the OmronCIP Server can detect the HASP HL USB
dongle;

- insert the received HASP key into USB port, and wait until “Installing device driver
software” message disappears and “Device driver software installed successfully”
message appears;

- start OmronCIP Server and check - if “Sofware key or HASP HL key not found!”
message does not appear then it means everything is done correctly and
OmronCIP Server runs in full mode with licensing by HASP HL key enabled.

Software license key
OmronCIP Server supports the “computer dependent” software licensing. The following
steps are required to enable it:

1) Start OmronCIP Server, click on "Help" menu item (also short-cut Alt+H can be used)
and pop-up menu with "Help" menu commands will appear:

Conkents
How ko Use Help

License

about OmronCIP. ..

Select “License” and “License” dialog will appear:

Product Code: |DHEEIIII1 0100 Ok

Customer PC Code:  [2496-5075-8b8b-bad Tranfer

il

Software Kew I Cancel
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2) Here the “Customer PC Code” is “computer-dependent” string generated by OmronCIP
Server and it is unique for this computer. Write it down or Copy/Paste to e-mail when

ordering the OmronCIP Server.

3) After purchasing the OmronCIP Server, you will get the software license key - 16-
character alphanumeric string. Open the “License” dialog again and Copy/Paste it to

“Software Key” field:

ticense x|
Product Code: ID REQOT0 100
Customer PC Code:  [2496-5¢75-8080-bad1 Transfer |
Software Kew: |e4EE-2n::1 9-3fal-13a2 Cancel |

4) Click OK and restart OmronCIP Server. OmronCIP Server software license now is

enabled.

Note — the “Software Key” string is saved to MS Windows system directory (e.g.

C:\Windows) WIN.INI file [OmronCIP] section to enable it is automatically detected at

OmronCIP Server next start-up.

Transferring the software license to other computer

The transfer of Software License Key might be needed in very rare situations when it is
necessary to move Klinkmann software to other computer (or operation system change is
planned for same computer). Such transfer PERMANENTLY removes the Software

License Key, so be very careful when deciding to use this option.

The following steps are required to transfer the Software License Key:

1) Start the OmronCIP Server. For OmronCIP Server “Suite Link & DDE” version, the
ArchestrA SMC Log Viewer (or Wonderware Logger) must be started. For
OmronCIP Server “OPC & DDE” version, the OmronCIP Internal Logger and “Log

to File” should be enabled (see “Troubleshooting menu” and “Internal

Logger’sections at the end of this manual). Select Help/License from main menu

and click the “Transfer” button on “License” dialog:

Product Code: IDHEDEH 0100 0K

Customer PC Code:  [2496-5275-808-bad1 Uyetes

Software Key: IedEE-Ecﬂ 9-8fal-18a2 Cancel

HE

2) Confirm the transfer of Software License Key by clicking on Yes button:

Omron CIP Communication Server Ver 1.x User Manual Rev 1.1
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OmronCIP ]

3 | Do you really wank to transfer Software Key to other computer
" and permanently remove Software Key from this computer?

The “License” dialog now will contain the empty “Customer PC Code” and

“Software Key” fields:

Product Code: DRE0OT0 100
Cuztomer PC Code: IDI]DEI-EIDDD-I]EIEIEI-DDEIEI Transter

Software Kew I Canzel

ok

il

3) Take the screenshot from ArchestrA SMC Logger or OmronCIP Internal Log file
window containing the “Software License Key removal message”, like below:

¥s Message Details x|

[

| Date | Time | Pro 4+

55055315

a

£m4.02....  16:27:30 791

| DI

Message:

Software Key e666-2719-8fel-18aa removed, PC Code: 2496-5c75-8b3b-bad1,
Product Code: DR&0010 100

&8 Lister - [c\Program Files (#86)\Klinkmann Automation',OnironCIP OPC and DDE ServeriOmronCIP_20140331.1og] 1Ol x|

File Edit Options Encoding Help

2014703731 099:42:26.878 OmronCIP
2014/03/31 09:42:26.877 OnronCGIP
2014703731 09:42:26.879 OmronCIP
2814/7083/31 89:42:26.879 OmronCIP
2014703731 089:42:26.880 OmronCIP
2814703731 89:43:85.688 OmronCIP
2014/03/31 09:43:085.726 OmronCIP
2014703731 09:43:05.737 OmronCIP
2014/03/31 09:43:07.523 OnronCIP

B4 IAN IS (N L0 AN ALT NmannnTn
4

98 %
WUCOMDLG .DLL Version 3.19 ;I
Ualid software license found?
Configuration file is C:\WPROGRAM FILES (X86)\KLINKHANN AUTOMATION\OMRONCIP OPC AND DDE SERUVER®M
Processing of the file C:\Program Files (x86)\Klinkmann Automation\OmronCIP OPGC and DDE Server
Processing of the file C:\Program Files {x86)\Klinkmann Automation\OmronCIP OPC and DDE Server

Software Key e667-2717-4Ff98-18aa removed. PC Code: 2496-5c75-8b8b-bb91, Product Code: DRGO811
HASP HL Error 7t Sentinel HASP protection key not available

HASP HL key not found?

HASP HL key not found, exiting, you where warnedt

...............

g I

or take the string with “Software License Key removal message” directly from
ArchestrA SMC Logger or OmronCIP Internal Log file, like following:

Software Key e666-2719-8fe0-18aa removed. PC Code: 2496-5¢75-8b8b-ba91l,
Product Code: DR60010 100
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4) Provide the obtained “Software License Key removal message” screenshot or
string together with new “Customer PC Code” when applying for new Software
License Key without purchasing the new license (in situations when it is necessary
to move Klinkmann software to other computer or operation system change is
planned).

Note!

Without providing the “Software License Key removal message” screenshot or string, the
new Software License Key will not be assigned.

Omron CIP Communication Server Ver 1.x User Manual Rev 1.1 6001xm11
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Configuring the OmronCIP Server

After the OmronCIP Server is initially installed, a small amount of configuration is
required. Configuring the Server automatically creates a OmronCIP.CFG file that holds
all of the topic definitions entered, as well as the communication port configurations. This
file will automatically be placed in the same directory in which OmronCIP.EXE is located
unless the path where the configuration file will be placed is specified via the
/Configure/Server Settings... command.

¥ OmronCIP -0l x|

| Configure  Help

Socket Definition. ..
Topic Definition. ..

Setver Setkings. ..

Server Settings Command

A number of parameters that control the internal operation of the Server can be set. In
most cases, the default settings for these parameters provide a good performance and do
not require changing. However, they can be changed to fine-tune the Server for a specific
environment.

To change the Server's internal parameters, invoke the Configure/Server Settings...
command. The "Server Settings" dialog box will appear:

Server Settings

Protocal Timer Tick: IEEI Mees
[T MetDDE being used Cancel |

Configuration File Directary:
Imann AutomationsdmronCIP Suitelink and DDE Server,

[ Betw failed wite messages indefinitely

[T Start automatically az Windows HT Senvice

The following describes each field in this dialog box:

Protocol Timer Tick

This field is used to change the frequency at which the Server checks for work to do (at
this frequency the Server tries to send one data request to Controller and receive one
reply from Controller. If the send/response cycle is too long then more than one activation
of Server is necessary to process it. If computer is very busy or some other MS Windows
application is taking over the computer then the Server is activated rarely than setting in

the Protocol Timer Tick.
Note: The default value is 50 milliseconds. The minimum value is 10 milliseconds.

NetDDE being used

Omron CIP Communication Server Ver 1.x User Manual Rev 1.1 6001xm11



Omron CIP Communication Server 12

This option is disabled and not supported by OmronCIP Server.

Retry failed write messages indefinitely

This field is used to disable the deleting of pending write messages when slow poll mode
on some topic is started. As default all write messages for this topic are deleted when
topic enters the slow poll mode.

Note. Be careful when using this setting if Controller is switched off or disconncted, but
client application continues to generate new values to be written to this Controller - that
can cause the computer memory overload with memory allocated for write messages.

Configuration File Directory

This field is used to specify the path (disk drive and directory) in which OmronCIP will
save its current configuration file. The OmronCIP Server will use this path to load the
configuration file the next time it is started.

Note: Only the "path" may be modified with this field. The configuration file is always
named OmronCIP.CFG.

Note: There is no limit to the number of configuration files created, although each must
be in a separate directory. When using the OmronCIP Server with InTouch, it is good
practice to place the configuration file in the InTouch application directory.

Start automatically as Windows NT Service
This option is disabled and not supported by OmronCIP Server.

Once all entries have been made, click on OK.

Socket Definition Command

To configure the Socket used for communication with Omron SYSMAC NJ-Servies
Controller, invoke the /Configure/Socket Definition... command. The "OmronCIP Socket
Settings" first dialog box will appear:

OmronCIP Socket Settings

OmranCIF Sockets

Socket 1

-

To modify or examine an existing Socket, select the topic name and click on Modify. To
define a new Socket, click on New. The " OmronCIP Socket Settings" second dialog box
will appear:

Omron CIP Communication Server Ver 1.x User Manual Rev 1.1 6001xm11
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OmronCIP Socket Settings

Socket Mane: ISn:n::ket 1 k.

Computer

Internet Address: IEI.EI.EI.EI

Cancel

Use Default Address W

The following describes each dialog field in this dialog box:

Socket Name
Enter the Socket name and later use it in Topic Definition. Only one Socket with same IP
address can be defined.

IP address

Enter the Computer Internet Address (IP address) if it has more than one. If there is only
one Internet Address for computer then Use Default Address can be checked to use this
IP Address. If Computer is multi-homed (more than one Internet Address used) and Use
Default Address is checked then it is impossible to know which IP Address must be
used.

Note: OmronCIP Sockets use the reserved for Ethernet/IP messaging port number
44818.

Once all entries have been made, click on OK to process the configuration for the Socket.
The "OMRONETH Socket Settings" dialog box will appear again.

Click on Done when configuration for all Sockets has been performed.

Note: If this is the first time the Sockets have been configured, the user will be prompted
to save configuration to an existing directory.

Saving OmronCIP Configuration File
If the configuration file does not currently exist, or a new configuration path has been
specified, the Server will display the "Save Configuration” dialog box:

Save Configuration

Configuration File Directany:

Ok I
Iatil:un"'.l:lmn:nnI:IF' SuiteLink and DDE Server |

Defaults

I¥ | kake this the default configuration file

This dialog box displays the path where the Server is going to save the current
configuration file. The path may be changed if necessary. Also, the path can optionally be
recorded in the WIN.INI file by selecting the "Make this the default configuration file"
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option. Doing so it will allow the OmronCIP Server to find the configuration file
automatically each time it is started.

Configuration File Location

When the OmronCIP Server starts up, it first attempts to locate it's configuration file by
first checking the WIN.INI file for a path that was previously specified. If the path is not
present in the WIN.INI file, the Server will assume that the current working directory is to
be used.

To start the Server from an application directory configuration file other than the default
configuration file a special switch (/d:) is used. For example, invoke the Start/Run
command and enter the following:

OmronCIP/d:c:\directoryname

Note: There is no limit to the number of configuration files that may be created, although
each must be in a separate directory.

Topic Definition Command
The user provides each connected Omron SYSMAC NJ-Servies Controller with an
arbitrary name that is used as the Topic Name for all references to this Controller.

The following steps are taken to define the Topic attached to the Controller:

Invoke the Configure/Topic Definition... The "Topic Definition" dialog box will appear:

Topic Definition

Topics Dore

Topic_1
Modify...
Delete

To define a new topic, click on New. To modify an existing topic, select the topic name
and click on Modify. The "OmronCIP Topic Definition" dialog box will appear:

iR L
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OmronCIP Topic Definition

Topic Marme: IF'LI:1

Socket Mame: IS.:..:ket‘I j Cancel |

— Contraller
IP Address: [194.12.63.57
Global W ariables
file: II:Ine"v"arial:-Ie.t:-:t

Update |rteryal: |'| 000 e
Feply Timeout: I'I 1] B0

Enter the Topic Name.
Note: If using InTouch, the same Topic Name is to be entered in the "Add Access Name"
dialog box — see description in Using the OmronCIP Server with InTouch section.

Socket Name
Select the Socket to associate it with the topic. Additional topics (Omron NJ-series
Controllers) may be associated with the same Socket at a later time.

IP address
Enter the Omron Controller IP address (Internet Address).

Global Variables file

Select or enter the name of Global Variables definition file exported from Omron Sysmac
Studio programming software and used by Omron CIP Server to validate this Controller
item names and their properties (see Item Names section later in this manual). To export
the Global Variables, at first copy Global Variables to the clipboard by selecting “Tools /
Export Global Variables / CX-Designer” from Omron Sysmac Studio Main menu and then
save the contents of clipboard to the text file with appropriate filename and location.

Update Interval

Set the Update Interval field to indicate the frequency the items/points on this topic
(Omron Controller) should be read (polled). This is requested update rate - at this
frequency the values of all this topic active items must be updated. In real conditions
(when large amount of data is requested from Controller) the real update rate can be
longer - the OmronCIP Server will automatically adjust it to have the maximum possible
performance.

Reply Timeout

Enter the amount of time (in seconds) the Controller will be given to reply to commands
from the Server.

Note: The default value of 3 seconds should be sufficient for most configurations.

When all entries in “OmronCIP Topic Definition” dialog box have been made, click on OK
to process the configuration for this topic.
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Select Done in "Topic definition" dialog box when configuration for all Topics has been
performed.

Item Names

The Omron CIP Ethernet/IP Communication Server supports item names corresponding
with names of Global Variables used in Omron SYSMAC NJ-series Controller program
and published to the network as inputs, outputs, or publish only variables:

New Project - new_Controller_0 - Sysmac Studio

File Edit View Insert Project Controller Simulation Teols Help

New Project

new_Controller 0 v l ‘

¥ Configurations and Setup Com

7 EtherCAT

p = CPU/Expansion Racks
& [JO Map

p @ Controller Setup

P {3 Motion Control Setup
¢ Cam Data Settings

|™ Event Settings

I, Task Settings

F# Data Trace Settings
¥ i@ POUs

¥ = Programs

Program0
4 SectionD
¥ Functions
&) Function Blocks
¥ E= Data
e, Data Types

Ju0jdx3 MAAINA

P B3 Tasks

OmronCIP Server uses Global Variables definition file exported from Omron Sysmac
Studio programming software to validate the corresponding Topic (Controller) item names
and their properties.

To export the Global Variables, at first copy Global Variables to the clipboard by selecting
“Tools / Export Global Variables / CX-Designer” from Omron Sysmac Studio Main menu
and then save the contents of clipboard to the text file with appropriate filename and
location.

The item names supported by OmronCIP Server is exactly same as names of Global
Variables used in Omron SYSMAC NJ-series Controller program, except for elements of
arrays the following format is used:

arrayname|[x]

where arrayname is the name of Global Variable (array) and x is the index of array

element (x starts from 0); for example, TstArray2[5] is array’s TstArray2 element with
index 5.
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There is a 1994 bytes maximum length limitation for CIP class 3 connection
(Large_Forward_Open) messages, so the maximum number of items which can be read
by one message depends on read message type. The OmronCIP Server currently
supports two types of read messages:

1) Multiple Services Packet (Service Code 0A) messages, used for reading of single
Global Variables, except array elements. The maximum number of items which can be
read by one Multiple Services Packet message is limited to 32 items (it is limited by length
of request command sent to Controller).

2) Read Service for Variables (Service Code 4C) messages, used for reading of arrays
— in case item name indicates this item is array element, the whole array (starting from
beginning) is read from Controller. Therefore it is important to use the array elements with
small indexes, as the maximum number of items which can be read by one Read Service
for Variables is limited by Controller response message. For example, the maximum
number of DWORD (double word) type array elements which can be read from Controller
is 495 double words.

Note: If possible, it is highly recommended to use arrays — that can greatly increase the
OmronCIP Server performance in case it is necessary to read large amount of data.

For more detailed information about format of Global Variables definition files, please
refer to OneVariable.txt and Variables.txt example Global Variables definition files
installed during the the OmronCIP Server installation.

Monitoring and Controlling Communication with a PLC
For each topic, there are following additional items offered by OmronCIP Server to
monitor and control the communication with PLC.

STATUS

For each topic, there is a built-in discrete item that indicates the state of communication
with PLC. The discrete item (STATUS) is set to 0 when communication fails and set to 1
when communication is successful. The STATUS value is set to O after 3 consecutive
unsuccessful retries to communicate with this PLC.

From InTouch the state of communication may be read by defining an I/O Discrete
tagname and associating it with the topic configured for the PLC and using STATUS as
the item name.

From Excel, the status of the communication may be read by entering the following
formula in a cell:

=OmronCIP|topic!STATUS
where topic is the name of topic (e.g. plcO1) configured for PLC.

UPDATEINTERVAL

The UPDATEINTERVAL item is an Integer type Read/Write item used to access the
currently set Update Interval (see Topic Definition Command section). It indicates the
current requested update interval (in milliseconds). The value of this item can be read
through DDE, Suite Link or OPC. Client can poke new values to this item. The range of
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valid values is from 10 to 2147483647 milliseconds. The value of zero indicates that no
items on this topic are updated. The write commands are still executed (new values
written to PLC) if UPDATEINTERVAL value is 0.

Note: By poking a value of zero to the UPDATEINTERVAL item, a client can stop all
update activities on the corresponding topic without having to deactivate the items.

POLL_NOW

The POLL_NOW item is an Integer type Write Only item used for imnmediate one time
polling of all active items; this one time polling is performed when POLL_NOW value
switches from O to 1; no effect when switches from 1 to O.

MAXINTERVAL

The MAXINTERVAL item is an Integer type Read Only item used to access the
measured maximum update interval (in milliseconds) of all items for the corresponding
topic for the last completed poll cycle. The range of valid values is from 0 to 2147483647
milliseconds.

The UPDATEINTERVAL and MAXINTERVAL items can be used to tune the
performance of communication.

ITEMCOUNT

The ITEMCOUNT item is an Integer type Read Only item used to access the number of
active items in the corresponding topic. The range of valid values is from 0 to
2147483647.

ERRORCOUNT
The ERRORCOUNT item is an Integer type Read Only item used to access the number
of active items with errors in the corresponding topic. The range of valid values is from 0
to 2147483647.

ERRORITEMS

The ERRORITEMS item is an Integer type Read/Write Only (unique for each topic) used
to access the total number of items with invalid item names (these items are rejected by
Server). The ERRORITEMS value can be reseted by writing O to this item. The range of
valid values is from O to 2147483647.

WRITECOUNT

The WRITECOUNT item is an Integer type Read Only item used to access the number of
write commands (messages) waiting for execution. The range of valid values is from 0 to
2147483647.

For example, in following way the WRITECOUNT item can be used to avoid the
increasing of memory occupied by not executed write commands:

- activate the hot link with WRITECOUNT item and start to monitor it;

- activate new write command (by poking new value) only if value of WRITECOUNT
becomes equal to 0, e.g. all previous write commands are executed and memory
occupied by them is freed.
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SUSPEND

Special Read/Write Discrete Item SUSPEND may be used to control the communication
with a separate topic. If application changes SUSPEND value from 0 to 1 then
communication with topic is suspended. If SUSPEND value is changed back to 0 then
communication with this topic is resumed.

Note: If topic is suspended by setting SUSPEND value to 1, then Server rejects all new
write values to this topic, i.e. no new write messages are created after SUSPEND value
has changed from O to 1.
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Using the OmronCIP Server with Suite Link and
DDE Clients

The “Suite Link & DDE” version of OmronCIP Server is accessible from Suite Link
clients (e.g. InTouch) and DDE clients (e.g. Excel). The “OPC & DDE” version of
OmronCIP Server is accessible from DDE clients.

Using the OmronCIP Server with InTouch
To access to Omron NJ-series Controller Global Variables from InTouch, the Access
Names and Tagnames should be defined in WindowMaker.

Defining the Access Names

InTouch uses Access Names to reference real-time 1/0O data. Each Access Name
equates to an I/0O address, which can contain a Node, Application, and Topic. Ina
distributed application, I/O references can be set up as global addresses to a network 1/0O
Server or local addresses to a local /0O Server.

To define the Access Names in WindowMaker node invoke the /Special/Access Names...
command. The "Access Names" dialog box will appear (“Galaxy” and “OPC” are default
already existing Access Names when creating a new InTouch application):

Galaw [
arPC

Modify. ..

B

[Melete

Click on Add.... The "Add Access Name" Dialog Box will appear:
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Add Access Mame

Aooess IF'LE2
M ode: M arme:
I Cancel |
Application Mame: :
Iu:umru:unu:ip ﬂl
Topic Hame:
|PLCZ
—Which protocol to use

" DDE ' SuiteLink " Weszage Exchange

—Wwhen to advize server

i~ advize all items i advize only active items

[~ Enable Secondamy Saource

Note: If Add is selected, this dialog box will be blank when it initially appears. Data has
been entered here to illustrate the entries that are made.

The following fields are required entries when entering an Access Name Definition:

Access Name
In the Access Name box type the name you want InTouch to use to this Access Name.
(For simplicity, use the same name that you will use for the Topic Name here.)

Node Name
If the data resides in a network 1/0O Server, in the Node Name box, type the remote node's
name.

Application Name

In the Application Name box, type the actual program name for the I/O Server program
from which the data values will be acquired. In case the values are coming from the
OmronCIP Server the “OmronCIP” is used. Do not enter the .exe extension portion of the
program name.

Topic Name

Enter the name defined for the topic in the OmronCIP Server to identify the topic the
OmronCIP Server will be accessing.

The Topic Name is an application-specific sub-group of data elements. In the case of data
coming from a OmronCIP Server program, the topic name is the exact same name
configured for the topic in the OmronCIP Server.

Note: This will usually be the same as the "Access Name", although, if desired, they may
be different. However, it must be the same name used when the topics were configured in
section Configuring the OmronCIP Server.

Which protocol to use
Select the protocol (DDE or Suite Link) that you are using.

Omron CIP Communication Server Ver 1.x User Manual Rev 1.1 6001xm11



Omron CIP Communication Server 22

When to advise server

Select Advise all items if you want the Server program to poll for all data whether or not
it is in visible windows, alarmed, logged, trended or used in a script. Selecting this option
will impact performance, therefore its use is not recommended.

Select Advise only active items if you want the Server program to poll only points in
visible windows and points that are alarmed, logged, trended or used in any script.

Click OK to accept the new Access Name and close the “Add Access Name” dialog box.
The “Access Names” dialog box will reappear displaying the new Access Name selected
in the list.

Click Close to close the “Access Names” dialog box.
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Defining the Tagnames

To define the Tagnames associated with the new "Access Name", invoke the
/Special/Tagname Dictionary... command (in WindowMaker). The "Tagname Dictionary "
dialog box will appear:

Tagname Dictionary 5[

= Main  Detail: © Alams ) Details & Alarme © Bembers

| et |Eestu:ure| Qeletel Sagel 44 |§elect...| Er | Eancell Elu:usel

T agname: ITstInt Tvper . |Memary Integer

Group: ... |$5_'r'$tem " Feadonly * Feadfiyite

Comment; I.ﬁ.ccessLevel

[T LogData [ LogEwvents [ Retertive Walue [~ Fetentive Parameters

Click on New and enter the Tagname. (The tagname defined here is the name InTouch
will use. The OmronCIP Server does not see this name.)

Select the tag type by clicking on the Type:... button. The "Tag Types" dialog box will
appear:

El Tag Types x|

bemam Dizcrete
[0 Dizcrete
Indirect Dizcrete
b emary [nteger
v /0 Integer
beman Heal
[0 Real
[ndirect Analog
bemomn Meszage
[0 Meszage
[ndirect Meszsage
[Eroup War
Hizt Trend
TaglD

Cancel | [etailz Select Al LElear Al

To access OmronCIP items, the type must be I/O Discrete, I/O Integer, I/O real or 1/0
Message. Select the Tag type.

The "Details" dialog box for the tagname will appear:
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Iriitial b alue: IU Min ELJ: |-32?EB Max ELL: |32?E?
Deadband; IEI hdir B aw: |.32?53 bl & B aw: |32?E?

o I— Convergion————— |
g Wi I Log Deadband: |1 |VF Linear © Square Foot

Acceszs Mame: .. | IIhazsigned

= | [ Use Tagname as ke Mame

Select the Access name for OmronCIP Server by clicking on the Access Name:...
button. The "Access Names" dialog box will appear:

AcCcess Names

Galaxy Cloze
|OPC

dd

todify...

PR [F

Delete

Select the appropriate Access Name and click on Close. (If the Access Name has not
been defined as previously described, click on Add and define the Access Name now.)

The "Details" dialog box will appear displaying the selected Access Name:

Iritial ' alue: |EI Min ELI: |-32?53 Pax EL: |32?E?
Deadband; IEI hdir B aw: |.32?53 bl & B aw: |32?E?

. I— Conversion————— |
g Wi I Log Deadband: |1 |VF Linear © Square Foot
Accezs Mame: ... | PLCZ

= | [ Use Tagname as ke Mame

For integers and reals fill in the Min EU, Max EU, Min Raw and Max Raw fields. These
fields control the range of values that will be accepted from the Server and how the
values are scaled. If no scaling is desired, Min EU should be equal to Min Raw and Max
EU equal to Max Raw.

Enter the OmronCIP item name to be associated with this tagname in the Item: field in
the "Details" box:

Iritial ' alue: |EI Min ELI: |-32?53 Pax EL: |32?E?
Deadband; IEI hdir B aw: |.32?53 bl & B aw: |32?E?

- I— Conversion———— |
g Wi I Log Deadband: |1 |VF Linear © Square Foot

Accesz Mame: ... | PLCZ

[teri: |Tst|nt [ Use Tagname as ltem Mame
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(Refer to the Item Names section below for complete details.)

Where applicable, the Use Taghame as Item Name option may be selected to
automatically enter the tagname in this field. Note: The tag name can only be used if it
follows the conventions listed in the Item Names section.

Once all entries have been made, click on the Save button (in the top dialog box) to
accept the new tag name. To define additional tagnames click on the New button. To
return to the WindowMaker main screen, select Close.

Monitoring the Status of Communication with InTouch

InTouch supports built-in topic names called DDEStatus and 10Status that are used to
monitor the status of communications between the Server and InTouch. For more
information on the built-in topic names DDEStatus and IOStatus, see your InTouch
documentation.

The status of communication between the Server and InTouch can be read into Excel by
entering the following DDE reference formula in a cell on a spreadsheet (in following
examples PLC2 is the Topic Name configured for OmronCIP Server):

=view|DDEStatus!PLC2
or
=view|lOStatus! PLC2

Notes on Using Microsoft Excel
Data from the OmronCIP topic (Unitronics PLC) may be accessed from Excel
spreadsheets. To do so, enter a formula like the following into a cell on the spreadsheet.

= OmronCIP|topiclitem

Note!
Sometimes, Excel requires the topic and/or item/points to be surrounded by apostrophes
if it is required by Excel syntax.

In the formula, topic must be replaced with one of the valid topic names defined during
the Server configuration process. Replace item with one of the valid item names
described in the Item Names section.

Reading Values into Excel Spreadsheets
Values may be read directly into Excel spreadsheets by entering a DDE formatted
formula into a cell, as shown in the following examples:

= OmronCIP|PLC2!TstInt
= OmronCIP|NJ501!Real12
= OmronCIP|'controller4'!'Structl1. MEMB2'

Note: Refer to the Microsoft Excel manual for complete details on entering Remote
Reference formulas for cells.

Writing Values to OmronCIP Points
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Values may be written to the Server from Microsoft Excel by creating an Excel macro that
uses the POKE command. The proper command is entered in Excel as follows:

channel=INITIATE("OmronCIP","topicname")
=POKE(channel,"itemname", Data_Reference)
=TERMINATE (channel)

=RETURN()

The following describes each of the above POKE macro statements:

channel=INITIATE("OmronCIP","topicname")

Opens a channel to a specific topic name (defined in the Server) in an application with
name OmronCIP (the executable name less the .EXE) and assigns the number of that
opened channel to channel.

Note: By using the channel=INITIATE statement the word channel must be used in
the =POKE statement instead of the actual cell reference. The "applicationname"
and "topicname" portions of the formula must be enclosed in quotation marks.

=POKE(channel,"itemname", Data_Reference)

POKEs the value contained in the Data_Reference to the specified item name (actual
location in the Unitronics PLC) via the channel number returned by the previously
executed INITIATE function. Data_Reference is the row/column ID of the cell containing
the data value. For "itemname”, use some of the valid item names described in the Item
Names section.

=TERMINATE(channel)

Closes the channel at the end of the macro. Some applications have a limited number of
channels. Therefore they should be closed when finished. Channel is the channel
number returned by the previously executed INITIATE function.

=RETURN()
Marks the end of the macro.

The following is an example of Excel macro used to poke value from cell B2 to topic
PLC2 item Tstint:

PokeMacro -Ctrl a
=INITIATE("OmronCIP","PLC2")
=POKE(A2,"TstInt",B2)
=ON.TIME(NOW/()+0.01,"TerminateDDEChannel")
=RETURN()

TerminateDDEChannel
=TERMINATE(A2)
=RETURN()

Note: Refer to the Microsoft Excel manual for complete details on entering Remote
Reference formulas for cells.
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Using the OmronCIP Server with OPC Clients

The “OPC & DDE” version of OmronCIP Server is accessible from OPC Clients.
There are following general steps needed to access an OPC item from OmronCIP Server:

1. Run OPC Client application and select the “OmronCIP OPC and DDE Server” from
the list of available OPC Servers. If OmronCIP Server currently is not running, it will
start automatically.

Create a new group (or topic if Wonderware OPCLink application is used).

If OPC Client supports the validating of items, validate the item before adding it.
Add the item. Depending on OPC Client it can be done in several different ways, for
example:

Hwn

a) By entering separately the access path to topic name (valid topic name
configured in OmronCIP Topic definition) and separately the item name.

b) By entering the full path to item name in the format TopicName.ltemName
where TopicName is the valid topic name configured in OmronCIP Topic
definition.

c) By browsing the server address space.

By default the OmronCIP Server is installed and used as a local OPC Server - both OPC
Server and OPC Client reside on same computer. The OmronCIP Server can run also as
a remote OPC Server — in this case OPC Server and OPC Client are located on separate
computers. Accessing the remote OPC Server is same as for local OPC Server, but some
DCOM (Distributed COM) configuration is required before accessing the remote OPC
Server. The DCOM configuration must be done both on OPC Server and OPC Client
computers.

Configuring DCOM

To access OmronCIP Server as a remote OPC Server, it is necessary to do some
changes in default security settings selected for the OPC Server’s and Client’s
computers. The following Windows XP SP2 based explanation describes the necessary
settings to be done for XP SP2 firewall, for OPC Server and for OPC Client computers.

Firewall

When setting up the OPC Server/Client, it is recommended initially to switch the firewall
off. After the necessary configuration is done, the firewall should be restarted and the
DCOM port added to the exception list — by selecting "Add Port...” in firewall "Exceptions”
pane and adding TCP port 135 as it is needed to initiate DCOM communications:
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%= Windows Firewall ) 5]

General Exceptions |Advancedl

|
Windows Frowa s ocking nco [P S 1 1 xq

programs and services selected be

to work better but might increase ¥ Use these settings to open a port through Windows Firewall. To find the port
number and protacol, consult the documentation for the program or service you

want to use.
Programs and Services:

Name
M DCOM Name: lDCDM
[J File and Printer Sharing
mod_RSsim Port number: |1 35
Modbus Master/Slave Suite |
Remote Assistance « ICP " UDP
Remoate Desktop
3‘2*3;"0:90" for \A':mdows What are the risks of opening a port?

hP Frameworl

Change scope... | | oK I Cancel

Add Program... I

[V Display a notification when Windows Firewall blocks a program

What are the risks of allowing exceptions?

0K Cancel

As well by selecting the "Add Program...”, all necessary OPC Server and OPC Client
programs should be added to the exception list.

OmronCIP OPC Server settings
After OmronCIP Server “OPC & DDE” version installation, the System Administrator must
configure DCOM by using the dcomcnfg.exe system utility, the following steps:

1. At first, it is recommended to create a local group (i.e. OPCUSERS) that contains a list
of all the users who will have permission to access the OmronCIP OPC server.

2. Start dcomcenfg.exe from Windows XP Start-Run line and select the “OmronCIP OPC &
DDE Server” from the list of DCOM entries:
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‘Component Services

File Action Wiew window  Help

=

-
L_—_l..

-
-

S EEET -
Console Roaok | DCOM Canfig 263 objeck(s)
@ Component Services i+ TabletManager Class

=27 Computers
El@ My Cormpuker
-] CoM+ Applications
[#-423 DCOM Config
-] Distributed Transaction C
[:l Running Processes

Event Yiewer (Local)
Services (Local)

% TC Document

3 TIntSvr

% TransForms

1 190LdPE2 . clsIProgBar

B L00LdSEL clsISysTray

A UnioPC Server

o niopciodeThread. clshodeThread
% UpdateDb

% upnpcont.exe

% UPnPContainer

i upriphost

8% UserIn Document

B ViewEngine Ut

Mision OPC & DDE Server

& visual Studio 2005 Macro Server
% visual Studio For Applications .0 IDE

aH =

3. Right click on “OmronCIP OPC & DDE Server”

and select the Poperties item from the

pull down menu that appears. In the window that appears select the General tab and
make sure the "Authentication Level” field is set to "Connect”:

Omron CIP Communi

¥ision OPC & DDE Server Properties ﬂil

General | Locationl Securit_l,ll Endpointsl Identit_l,ll

— General propertiez of thiz DCOM application

Application Mame: Wizion OPC & DDE Server
Application 10: {C3EE10F1-B437-11d2-9574-445204401 102}

Application Type: Local Server

Authentication Level  [{Bally=t

Local Path:

(1] I Cancel Apply
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4. Select the Security tab and customize the Launch and Activation and Access
permissions by adding the user group with user who will have permission to access the
OmronCIP OPC server. Give all permissions to that group:

Security I
Group or user names:
ﬂi Everyone _‘J

€7 INTERACTIVE

Access Permission )

Security I

Group or user names:

21

ﬂi Administrators [DRKORK _NEW\Administrators)
€7 ANONYMOUS LOGON

ﬁ OPCUSERS [ORKORK_NEWAOPCUSERS) ﬁ Everyone
€7 SYSTEM L ¢4 DPCUSERS (ORKORK_NEW\DPCUSERS)
v
< | »
Add... I Remove I Add... I Remove I
Permissions for OPCUSERS Allow Deny Permissions for OPCUSERS Allow Deny

Local Launch O Local Access O

Remote Launch O Remote Access O

Local Activation O

Remote Activation O

0K I Cancel I 0K I Cancel I

5. Now the configuration of OPC Server is completed — close the dcomcnfg program and
restart the OmronCIP OPC Server to put new settings into effect.

OPCEnum settings

OPCEnNnum (OPC Enumeration Service) is OPC standard component that allows remote
OPC Client to browse the local machine to identify OPC Servers that are installed on it.

To configure OPCEnum settings, start dcomcnfg.exe from Windows XP Start-Run line
and select the “OPCEnum” from the list of DCOM entries. Right click on “OPCEnum” and
select the Poperties item from the pull down menu that appears. In the window that
appears select the General tab and make sure the "Authentication Level” field is set to

"Connect”:
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omponent Seryices -0l x|

Bt son v it s
B 5 3
- = | | x ki | 2 | ‘! General | anationl Securityl Endpnintsl Identit_l.JI

[H- 7% NetMesting ;I

w0 Metwork Provision

% OInFoP11

i OInfoF12
B OMRHLINK OPC & Application 1D: {134860 44-4821-1102-4494-3CE306CT 0000}
§ OMRON, Cx-Progr
& OMROMN.FDAS.1 Application Type: Local Server
% OmronDatabase ¢
b DR ONFEY OPC .fi‘-.gthenticatinn Lewvel:

i Outlook, MessagenJ
B Outlook OFfice Fi
% Painthrush

i PDFPrevHNdlr

# PDFPrevHNdIrShin
i PDFShelInfo Clas:
& PhoneContraol Cla:
% Prodlarm, Actiont
B ProStudio, Provide
& RDSessMgr
- ROSHosE

-
B Darmnba SFavana
3 o
] Cancel | Apply |

— General properties of this DEOM application

Application Marme: OpcE num

Local Path:

Select the Security tab and customize the Launch and Activation and Access
permissions by adding the user group OPCUSERS same way like for “OmronCIP OPC &
DDE Server”. Give all permissions to that group.

OPC Client side settings
To configure necessary settings on OPC Client computer:

1. Start dcomcnfg.exe from Windows XP Start-Run line, navigate to and right click on “My
Computer” and select Poperties item from the pull down menu that appears. In the
window that appears select the Default Properties tab and make sure the settings there
are filled like as shown below:
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omponent Services

=l
My Computer Properties S
@ File  Action Wiew ‘Window  Help
& | | b4 |T:J°| | @ | 1 Default Protocols I . MSDTC | COk Sec%mty |
General I Options Default Properties
D Console Root
E@ Component Services v Enable Distibuted COM o this computer
; ElD Camputers ; ;
E @ My Computer [” Enable COM Intemet Services on this computer
" Ever!t Viewer (Local) — Drefault Digtributed COM Communication Properties
- Services (Local)

The Authentication Level specifies security at the packet level.

Default duthentication Level:
Connect j

The imperzonation level specifies whether applications can determine

wh iz calling them, and whether the application can do operations
uzing the client's identity.

Defaul Impersonation Lewel:

fIdentity =l

Security for reference tracking can be provided if authentication iz uzed
and that the default imperzonation level iz nob anonymous.

[™ Provide additional security for reference tracking

Cancel I Apply |

2. Select the Com Security tab and edit the Default settings for Access Permissions by

adding (if not yet added) ANONYMOUS LOGON and giving it all access permissions. Do
the same also for "Edit Limits”:

3 2 al
e S fccess Permission

2l
General I Dptions ] Default Properties Defaul Security |
Default Protocols l MSDTC COM Security
) EIDUD Or Usel names:
—Access Permissions

You may edit who is allowed default access to applications. You may
also set limits on applications that determine their own permissions.

ﬁ Adrministrators [0SKARS Administratars]
ANOMYMOUS LOGON

ﬁ Everyone

r— Launch and Activation Permissions

You may edit who is allowed by default to launch applications or

Add... | Remaove |
activate objects. You may also set limits on applications that

Permizsions for AMONYMOUS
determine their own permissions. LOGEN Allow Deny
Local Access O
Edit Limits... Edit Default... Remote Access O

Ok, I Cancel |

0K | Cancel ‘

spply- | |

3. Edit the Default settings for Launch and Activation Permissions by adding (if not yet

added) ANONYMOUS LOGON and giving it all all access permissions. Do the same also
for "Edit Limits”.
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Note!

In case the "Edit Limits” selections are not available (grayed) that would mean the DCOM
Security Options for some reason have Security Setting other than "Not defined”. To
correct that: select Control Panel/ Administrative Tools/Local Security Policy and select
Local Policies/Security Options in "Local "Security Settings” dialog box; select, right click
and invoke Properties for ’'DCOM: Machine Access Restrictions... ” and "/DCOM: Machine
Launch Restrictions... ” and change their "Security Setting” to "Not defined”.

4. Now the configuration of OPC Client side is is completed — close the dcomcnfg
program and restart the OPC Client.

Running OmronCIP “OPC & DDE” version as Windows Service
To install OmronCIP Server “OPC & DDE” version to run as Windows Service, the
OmronCIP Server must be started with command line parameter "/Service":

OmronCIP /Service

After this the “OmronCIP OPC & DDE Server” Service will be installed with Startup type
“‘Manual’. The Service Startup configuration can be changed by MS Windows XP Control
Panel/Administrative Tools/Services configuration. The Allow service to interact with
desktop checkbox in “Log On” tab must be checked (the “Log On” tab can be invoked
from Poperties item from the pull down menu that appears when right clicking on
OmronCIP OPC & DDE Server Service). If Allow service to interact with desktop is
not selected then OmronCIP Server full functionality is not ensured (e.g. the Server
configuration can not be changed, no message boxes will be displayed, etc.).

To uninstall “OmronCIP OPC & DDE Server” Service, at first the Service must be stopped
by Control Panel/ Administrative Tools/Services/Stop and then OmronCIP Server must be
started manually with command line parameter "/DelService":

OmronCIP /DelService

After this the OmronCIP Server “OPC & DDE” version will be still registered and
accessible to OPC Clients.
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Troubleshooting

WIN.INI entries

The first time you run the OmronCIP Server configuration, most of the items in the
following list will automatically appear in the WIN.INI file, located in the MS Windows
system directory (e.g. C:\WINNT). It is an ASCII file and can be altered manually if you
wish with any text editor, e.g., MS Windows Notepad (do not use a program that formats
text, such as MS Word or Write unless the file is saved as a DOS text). The following is a
typical entry for the OmronCIP Server:

[OmronCIP]

ProtocolTimer=10
ConfigurationFile=C:\OmronCIP\
Winlconic=0

WinFullScreen=0

WinTop=110

WinLeft=0

WinWidth=200

WinHeight=170

DumpScreen=1

The following additional entries can be used:

SlowPollRetries and SlowPollinterval

The SlowPollRetries entry is used to enter the number of consecutive error retries for
one topic. If after SlowPollRetries there is still no successful response from unit
(Unitronics PLC), then this topic is changed to slow poll mode. The WIN.INI file
SlowPollinterval entry is used to enter the slow poll mode update interval (in seconds).

Entering into slow poll mode is reported to WWLogger and (or) to OmronCIP Internal
Logger by following string:

"Node:<NODENAME> Topic:<TOPICNAME>. Set slow poll mode - poll after each
%ld secs. Stop error logging to topic."

Leaving the slow poll mode is reported to WWLogger and (or) to OmronCIP Internal
Logger by following string:

"Node:<NODENAME> Topic:<TOPICNAME>. Return to normal communication to
topic. Error logging reestablished"

The default values (they are used if WIN.INI file does not contain these entries) are
SlowPollRetries equal to 5 and SlowPollinterval equal to 60 seconds.

MultiWrite

If MultiWrite=1 entry is added to WIN.INI file [OmronCIP] section then write commands
are processed in the following way: if server receives some new value to be written to unit
and other writing command to same UNIT address is still pending (waiting for execution)
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then no new write command is created - the value in existing write command is replaced
by new one. As default (no MultiWrite entry or MultiWrite=0) all write values are
delivered to UNIT, i.e. always new write command is created.

If MultiWrite=2 then Server tries to include the new write value into the some of
previously created messages ignoring the sequence of data changing in the client
application. Server can include into one message only the consecutive item values.
Example: value of MI100 in message with values of items MI99 or MI101.

Important! If MultiWrite=2 then maximum writing speed is achieved, but this option is
not recommended if data changing sequence is important for PLC program!

WriteCapacity

The WriteCapacity entry can be used to specify how many values can be sent (written)
by one write message. The WriteCapacity value becomes effective only starting with
second pending write message, i.e. the first pending write message always will contain
one value. The WriteCapacity entry is relevant only if parameter MultiWrite=2. The
WriteCapacity default value is 1.

MessageRetries

The MessageRetries= entry can be used to specify how many times the OmronCIP
server will try to send any command to PLC. After MessageRetries expires the next
command will be tried. As default (no MessageRetries entry or MessageRetries=2) the
MessageRetries equal to 2 will be used. Note - the topic STATUS item value will change
to 0 when MessageRetries expires.

WriteRetries

The WriteRetries= entry can be used only for write commands to specify how many
times write command will be tried to send. The WriteRetries entry is used together with
MessageRetries in the following way: if after WriteRetries * MessageRetries there is
still no response from PLC then this write command is removed from list of pending write
commands and will be no more executed. As default (no WriteRetries entry or
WriteRetries=3 the WriteRetries equal to 3 will be used. So, if default settings
(MessageRetries=2 and WriteRetries=3) are used, the write command will be deleted
after 6 unsuccessful retries.

Examples:

- by settings MessageRetries=2 and WriteRetries=1 the OmronCIP server will delete
write command after 2 unsuccessful retries;

- by settings MessageRetries=1 and WriteRetries=1 the OmronCIP server will delete
write command immediately after first unsuccessful retry.

FirstPollDelay

The FirstPollDelay= entry can be used to specify how long is pause (delay) between
connection establishing and first poll request issue. As default (no FirstPollDelay entry or
FirstPollDelay=0) the FirstPollDelay equal to O will be used.

FirstWDDelay

The FirstWDDelay = entry can be used to specify how long is pause (delay) between
connection establishing and first watchdog write message issue. As default (no
FirstWDDelay entry or FirstWDDelay=0) the FirstWDDelay equal to 0 will be used.
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Troubleshooting menu

The following debugging choices are appended to the Server's System Menu (the menu
that appears when you click on the Server icon in the upper left hand corner of the
Server's window):

Suspend Protocol/Resume Protocol - these choices permit you to turn protocol
processing on and off, what means that you can suspend access to
Controller(s).

Show Send - if checked then all outgoing user data logged in hexadecimal format.
Show Receive - if checked then all incoming user data logged in hexadecimal format.
Show Errors - if checked then all information about errors is logged.

Show Rejected Writes - this option can be useful in situation when communication

with some topic (topics) is suspended by using the SUSPEND item
(see Item Names section) and the Server rejects all writes (pokes) to
this topic (topics). If checked then information about each rejected
write (poke) value is logged. If not checked (default) then Server
rejects all writes (pokes) to suspended topic(s) without logging any

information.

Verbose - if checked then additional debugging information is displayed.

Dump - all information about ports, topics, messages and data items logged.
This can be use to find out how many messages are actually sent to
the PLC(s).

Dump Screen - if checked then information about active messages are displayed on

the OmronCIP main window. This also can be used to find out how
many messages are actually sent to the PLC(s).

Show Logger - this selection is available only for OmronCIP “OPC & DDE” version. If
checked then OmronCIP Internal Logger is activated and all debug
information is going to OmronCIP Internal Logger. The OmronCIP
Internal Logger file is named in the format:

OmronCIP_YYYYMMDD.LOGn

where YYYY is a year, MM is a month, DD is a day and n is a order
number of consecutive OmronCIP Internal Logger file, starting from 1
(the OmronCIP Internal Logger file maximum size is 16 MB; if there is
more information logged then next consecutive file is created, e.g.
there can be consecutive files OmronCIP_19990413.LOG1,
OmronCIP_19990413.LOG2, etc.).

All OmronCIP debug information (except Dump Screen) is displayed through the
ArchestrA SMC Log Viewer (Wonderware Logger) or OmronCIP Internal Logger (in case
Show Logger is checked), which must be active for these commands to work.

Note: If you check Show Send and/or Show Receive debug output grows very fast and
it is possible that computer can become very slow.
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Internal Logger

The OmronCIP “OPC & DDE” version supports the Internal Logger. To enable the
OmronCIP Internal Logger, check the Show Logger option at the OmronCIP Server
System Menu (see Troubleshooting menu section above) - this command can be used to
start/stop the Internal Logger. The Internal Logger window looks like following:

&= Logger

options
2014/03/31 09:37:51 258 OrmranCIF

=131

Configuration file is C\PROGRA™2ZYKLINKM™ 14 OMRONC™ 24 OMPONCIP CF 2 |

2014403431 09:37:51.259 OmronCIF
2014403431 09:37:51.259 OmronCIP
2014/03/31 09:36:21.875 OmronCIP
2014403431 09:36:21.940 OmronCIP
2014403431 09:38:22.050 OmronCIF
2014/03/31 09:38:22.050 OmronCIF
2014403431 09:38:22.050 OmronCIF
2014403431 09:38:22.161 OmronCIF
2014/03/31 09:33:22.161 OmronCIP

Frocessing of the file CYPROGRA™Z\ELIMKM ™1 OMRONC™2Y0nevariakle
Frocessing of the file CYPROGRA™ZYKLIMEM™ 1A OMROMNC™ 2V ariahle s bd
Using: WinSock 2.0

Socket1 Topic_2 (2815 6500 04 00 00 00 00 00 00 00 00 00 0000 00 00 0000
Socket1 Topic_2 (281R: 5 00 0400301 1601 00 00 00 00 00 00 00 0000 DD_I
Socket1 Topic_2 (905 6F0042009C 011601000000 00BEFZAG C300D
S+2R00CCO7 0042 A302200224M

Socket1 Topic_2 (7R 6F 00 2E009COT 1601 00000000 BEFZ ABC300C
Socket1 Topic_2 (7015 7000 2E009C 01 1601 0000 0000BEF2 A8 C3 000

2014/03/31 09:36:22.268 OmronCIP
2014403731 09:38:22.930 OmronCIF
2014403731 09:38:23.033 OmronCIF

n:I-m ACA A an an nr Palalaiad

Socket1 Topic_ 2 S 70002E009CO0T160100000000B6F2AGC3000

(70)
Socket1 Topic_2 (60R: 700025 003C 01 1601 00 00 00 00 00 00 00 0000 00
(70}
Socket1 Topic_2 (BN)F: 700028 009C 011601 00000000 000000000000
j” 4

Pt L S P Uk W W PO = T B L X B P S A T

R Y e s o W Te Tt n BT it BN o R o N o 7o

To save Internal Logger information to file, select Options/Disk Options... from Internal
Logger main menu — the “Disk Options” dialog box will appear:

Disk Options

v Lagiakia I
File Optionz Cancel |
Directaony:

II::"-.F'ngram Files (#8614 linkmann Automation’

K.eep Log File for |0 days

The following can be entered in this dialog box:

Log to File
If checked then Internal Logger information will be saved to Internal Logger File. The
OmronCIP Internal Logger file name is created in the following format:

OmronCIP _YYYYMMDD.LOGnN

where YYYY is a year, MM is a month, DD is a day and n is a order number of
consecutive OmronCIP Internal Logger file, starting from 1. The OmronCIP Internal
Logger file maximum size is 16 MB; if there is more information logged then next
consecutive file is created, e.g. there can be consecutive files
OmronCIP_20030228.LOG1, OmronCIP_20030228.LOG2, etc.

Directory
Enter the path where to keep the Internal Logger File.
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Keep Log File for

Here the number of days how long to keep the Internal Logger File can be entered. After
this number of days expires, the corresponding Internal Logger File will be automatically
deleted. The default value 0 keeps Internal Logger Files forever - in this case they can be
deleted manually.

Options/Font

To configure the font used by Internal Logger, select Options/Font... from Internal Logger
main menu - the “Font” dialog box will appear:

ot HE

Font: Font style: Size:
IMS Sanz Serif IHeguIar 10
kS Sanz Serf i
kS Senf [talic: 10
{} Palatino Linotype Eold 12
Hr PhdingLill Bold Italic 14
% RimHelvetica = 17
RimTimes 24
T RusHelvetica ;I LI ll
— Effects — Sample
LColar:
|- Elack | AaBhvydz
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